Application for Participation in the eHealth Exchange

Form Revised 06/02/2025

INSTRUCTIONS:

Please populate and e-mail the following information to administrator@ehealthexchange.org using current
document versions provided at https://ehealthexchange.org/onboarding/how-to-apply.

1. A complete and signed Application for Participation

2. The Data Use and Reciprocal Support Agreement (DURSA) with:

- The Joinder Agreement (Attachment 7 of DURSA) signed

- ‘Contacts for Notices’ (Attachment 4 of the DURSA) fully populated including a Primary Contact
and an Alternative Contact provided

- DURSA page 35 of 50 not signed since your organization should be signing the Joinder
Agreement (Attachment 7) versus the original DURSA

- DURSA page 50 of 50 not signed since this is a Business Associate Agreement for use in
uncommon situations between Participants, not with eHealth Exchange

3. The signed eHealth Exchange Participation Agreement with:
- Your organization’s name and state or territory populated on page 1
- The name, address and contact information of your Designated Representative on page 4
- Your organization’s name, signatory’s signature, signatory’s name, signatory’s title, signatory’s
email, and signature date on page 6
- Your organization’s name and signature date on page 9 (Addendum 1, Business Associate
Agreement)

4. The signed eHealth Exchange Testing Agreement (unless your organization will exchange via FHIR
only)

5. The completed Contact List listing each individual or group email account you wish to receive
notifications from eHealth Exchange)

This document serves as an application to participate in the eHealth Exchange. Those who participate in this
electronic exchange of health information are known as “Participants.”

Organizations that wish to be considered for “Participant” status should complete and submit this Application
for Participation. The eHealth Exchange Coordinating Committee (“Coordinating Committee”) is responsible
for reviewing and acting upon Applications for Participation. The Participants have granted the Coordinating
Committee this responsibility in Section 4.03 of the DURSA.

To assist the Coordinating Committee in fulfilling its responsibility in a consistent and effective manner, the
Participants have adopted an Operating Policy and Procedure for Review and Disposition of Applications
(www.ehealthexchange.org). The Coordinating Committee will review the Applicant’s Application in
accordance with this Operating Policy and Procedure.

All information in this Application for Participation will be used by the Coordinating Committee to determine
whether the Applicant meets the eligibility requirements for participation.
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This Application for Participation in eHealth Exchange (“Application”) is submitted to the eHealth
Exchange Coordinating Committee by the organization listed below (“Applicant”) as of the date set
forth on the signature page of this Application.

Part I: Basic Applicant Information

Organization Legal
Name:

Phone Number:

Organization d/b/a

(“Doing business as,” if

applicable):

Address:

Website: V

EIN:

NPI, if applicable: ;
Part II: Applicant Information
1. Organization Type

iona G

Is your organiz ental Participant applicant?

Note: nes Governmental participants as local, state or federal agencies

Organization Type Description
[J Provider Organization An organization that delivers care.
I Hospital Organization An organization that owns and operates a network

for one or more healthcare facilities, often providing
many different types of inpatient and outpatient
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services. This includes Academic, Community,
Children's, Behavioral health, and specialty hospitals.

O Ambulatory Provider Group Care provided on an outpatient basis, including
physician groups, clinics, ambulatory surgery centers,
dialysis, and urgent care centers.

0 Provider Collaborative Independent but aligned physicians, hospitals or
health systems that have a legal partnership
agreement.

Skilled nursing facilities, i i bilitation,
custodial, home health, i anizations
without being a subsidiary

[0 Post-Acute Organization

[0 Other Provider Type .
If “Other” ase\déscribe he

mation network (HIN) or electronic

inf tion exchange (HIE) allows doctors,

harm¥acists, other health care providers and

appropriately access and securely share a

t’s vital medical information electronically.

Ammc, private, and voluntary entities that

v)ntribute to the delivery of essential public health

services within a jurisdiction.

Organizations such as health plan providers, insurers,
Medicare, and Medicaid, Pharmacy Benefits
Management, and third-party administrators that set
service rates, process claims, and collect payments,
and pay provider claims.

Individual/%er Access Organizations that provide software allowing
consumers to aggregate and share their health
information.

Research and Data Management Organizations that use clinical data from multiple
sources for research including disease registries,
clinical trials, etc.

Vendor or Service Provider Organizations that sell software and/or services or

acts as a conduit (go between) for services. Includes

electronic health and medical record systems, e-

prescribing solutions, identity proofing, etc.

Health Information Network

AN
N\

[J Check if tax-exempt

Public Health

Payer

[J Check if tax-exempt
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Applicant’s Adjusted or Net Patient Revenue: S

e Please round to the nearest million.

e Governmental and non-patient revenue generating organizations should report annual
operating expenses instead of revenue.

e This information is used to determine the annual participation fee and must be reported
annually.

2. Applicant’s Size:

Types tal #

O | # of Hospitals

[ | # of Medical Groups (e.g. ambulatory / physician
practices, post-acute settings, dialysis centers, etc.
O | Other (please describe):

Please identify the states & US territories \ ganizati@ maintains a physical

presence and patient data will be exchanged

3. Technology Partn i chnology solution(s) Applicant plans to use for
participation in th
Vendor:
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Part Ill: DURSA Flow-Down Provisions

The Data Use and Reciprocal Support Agreement (DURSA) is a comprehensive, multi-party, trust
agreement executed by all Participants in eHealth Exchange. Please ensure you have reviewed
the DURSA in its entirety and that your organization has implemented measures needed to
comply with its provisions. Your organization must have enforceable mechanisms to assure
that other participating organizations or users with access to your eHealth Exchange connection
similarly comply. The questions outlined below will assist the Coordinating Committee assess
the flow-down mechanisms currently implemented by your organization, as well as your plans
to implement those not currently in place.

We understand your organization may need to create or modify leg and/or
policies and procedures to ensure your participating organizations ide by the terms
of the DURSA. Any changes must be implemented prior to the eHealt
Additional guidance for each provision is provided in Attachment #1.

4. Does your organization use a third-party intermedia i mation exchange
service provider to conduct the exchange ¢ althhi i your behalf? (See
Section 15.05 of the DURSA.)

L] Yes. This organization uses a third-par ediary or health information exchange
service provider that facilitates of health information on our behalf.
Please provide a 1-2 sentence sta r each question 4a — 4d to describe how you
will ensure your third- i ealth information exchange service

provider complies with t
contracts or bugi s to comply, please describe what changes are needed

4a. Does your organization have contracts or business agreements in place that ensure that 3™
party intermediaries or health information exchange service providers comply with
Applicable Law? If yes, please describe.

4b. Does your organization have contracts or business agreements in place to ensure that 3™
party intermediaries or health information exchange service providers protect the privacy
and security of any Message Content to which it they access? If yes, please describe.
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4c. Does your organization have contracts or business agreements in place that ensure 3™
party intermediaries or health information exchange service providers notify your
organization as soon as reasonably practicable after determining that suspected or actual

Adverse Security Event has occurred? If yes, please describe.

4d. Does your organization have contracts or business agreements in place that ensure 3™
party intermediaries or health information exchange service providers reasonably
cooperate with the other Participants regarding issues related to thegDURSA, under the

direction of your organization? If yes, please describe.
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5. Does your organization have enforceable agreements or policies and procedures in place
to obligate your participating organizations or users to comply with each of the below
provisions, pursuant to Section 15.04 of the DURSA?

This section requires an answer to each question.

This question is intended to clarify how your organization has implemented certain
obligations in Section 15.04 of the DURSA. eHealth Exchange Participants must carry
through DURSA obligations to participating organizations or users wheo will use your
organization’s eHealth Exchange connection. Any organization dividual who is able to
access and initiate or respond to messages through your eHe connection is
held to the same standards in the DURSA in order to maintai i the
exchange.

Please provide a 1-2 sentence statement for each ibe how you are
enforcing compliance with your participating org

with a DURSA issue) and how you feeiliate those changes (e.g., adopting a new
policy and procedure).

5a. Does your organization h
ensure your participating o
please describe.

d/or users comply with Applicable Law? If yes,

e poli€ies, procedures, and/or enforceable agreements in place
ating organizations and/or your users will reasonably cooperate
arding any issues related to the DURSA? If yes, please describe.

5b. Does your organiza
thate
with

5c. Does your organigation have policies/procedures/enforceable agreements in place that
ensure you icipating organizations and/or your users will request, retrieve, and send
data only for a Permitted Purpose defined in the DURSA (which may be more restrictive
than HIPAA)? If yes, please describe.
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5d. Does your organization have policies/procedures/enforceable agreements in place that
ensure your participating organizations and/or your users only use data received via the
eHealth Exchange in accordance with Applicable Law and your (or your participating
organizations’) data retention policies. If yes, please describe.

5e. Does your organization have policies/procedures/enforceable agreements in place that
ensure your participating organizations and/or your users will report suspected and
confirmed Adverse Security Events to your organization in order for you to fulfill your
obligations in responding to the Adverse Security Event notification uirements in the
DURSA (Refer to DURSA Section 14.04). A DURSA Adverse Securi#Event involves an
incident that compromises the transmission of data via your nge connection
(Refer to DURSA Section 1(d)). If yes, please describe.

5f. Does your organization have policies/procedures/ s in place that
ensure your participating organizations and/or you i iSclose any passwords,

5g. If your organization permits individu o retrieve their own data via eHealth
Exchange, does your orga rocedures/enforceable agreements in
place that ensure your parti ations and/or your users comply with the

ecification (Identity Assurance Level 2 or 3 as

described in NIST ¢ 00-63A, Digital Identity Guidelines, Enrollment and

Identity Proofing, htth ist.gov/nistpubs/SpecialPublications/NIST.SP.800-
63a.pdf)? P does apply to most Applicants.

O By checking thig the Applicant needs to create new or make modifications to
policies/procedures, contracts, business agreements, etc., in order to comply with the
DURSA flow-down provisions, the Applicant attests that these requirements will be

implemented prior to the Go-Live Date and understands such attestation will be verified by
eHealth Exchange staff.
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6. Please describe your organization’s product or service (e.g., EHR, care coordination
platform, etc.).

7a. Please describe the use case(s) for which your organization intends to request data via
eHealth Exchange, the Permitted Purpose associated with each use case, triggers to request
data, which users request data, and which systems programmatically request data. Please
include an explanation of how your organization, your participating organizations, and/or

case. In your answer, please indicate your primary use case and any ,
as applicable.

7b. If you listed Treatment in your response to 7a, expla le Treatment

use cases meets the definition of Treatment (45 CF .50

8. Is your organization a Covered Entity AA? If so, what type of Covered
Entity is it?
LI Yes:

[0 Health Care Pro

10. Will licensed Health
requesting da

e Providers (e.g., MDs, DOs, NPs, etc.) be the primary end users
(If no, you are required to answer #11 below.)

11. If licensed Health Care Providers will NOT be the primary end users requesting data,
please explain:

(i) Who will initiate requests through eHealth Exchange (i.e., who will be the end users
requesting data), and under what types of circumstances? If automated, what will
“trigger” requests?
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(ii) Are end users operating under the legal authority of, or in conjunction with, a licensed
health care provider (e.g., M.D., D.O., N.P., etc.)? Please explain.

(iii) For which Permitted Purpose(s) will these end users be requesting data?

12. Is there an existing or anticipated direct treatment relationship between licensed

providers (either your organization’s providers or your customer’s pr er(s)) and the

patients for whom data are being requested?

13. Will the data requested be utilized in individually anticipated enco
decisions? If yes, please explain the basis for the antigi
when information would be requested for a patient.

ated relations i lation to

14. Is your organization able to support netwd bnality obligations? (l.e., does your
i espond to requests via eHealth
Exchange?) Please summarize the typ f data your organization will provide

back to eHealth Exchange.

Exchan nization identify the initiating customer in its messages’ SAML or

FHIR headers when r organization’s customers initiate requests for data? Y/N

16. In addition to your responses above, please attach a data flow diagram and/or a
detailed narrative description of the workflow for each use case.
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If your organization is a vendor or service provider, please provide answers to Questions 6-
15 for each of your existing customers. If you do not have any existing customers and will
not be providing additional responses with your Application, you must indicate that below;
otherwise, your Application is not considered complete and will not be further processed
until such additional responses are received.

NOTE: As you add new customers/connections and/or new use cases, you MUST submit
responses pertaining to those for eHealth Exchange staff consideration before their

implementation.
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Key Definitions related to Treatment

Treatment

Treatment means the provision, coordination, or management of health care and
related services by one or more health care providers, including the coordination
or management of health care by a health care provider with a third party;
consultation between health care providers relating to a patient; or the referral of
a patient for health care from one health care provider to another. Treatment
explicitly excludes services defined as Payment or Health Care Qperations.

Health care provider

Health care provider means a provider of services (as de
the Act, 42 U.S.C. 1395x(u)), a provider of medical or healt i efined in
section 1861(s) of the Act, 42 U.S.C. 1395x(s)),
organization who furnishes, bills, or is paid for i mal course of
business.
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Part IV: Technical Eligibility Requirements

Select all the eHealth Exchange Use Cases and corresponding eHealth Exchange Technical
Specifications Applicant will initially support in production via the eHealth Exchange.

Please note that after being accepted as a Participant, Participants are encouraged to
implement additional Transaction Patterns (Use Cases and Technical Specifications) in
accordance with Operating Policy and Procedure #3: Participation Changes, Suspension and
Termination (https://ehealthexchange.org/policies/).

Pull Data (Query and Retrieve):

1 Query and Retrieve comprehensive clinical documents l
1 Transported via IHE profiles (XCPD & XCA) [most common response]
[ Transported via FHIR

1 Retrieve comprehensive clinical documents (HL7 C-CDAs, CCDs, CDAs) [most
common response]
[ Retrieve large DICOM images

[ Retrieve only specific data categories via HL7 FHIR (e.g., medications only or lab
1 For Treatment, Healthcare Opera
response]

results only)
M’mnt purposes. [most common
L] With specific patient Au

[ for Social Security Administration benefit determinations [common response]
L] for Life Insurance policy determinations

L] for Personal Health Record population

] for Research

1 for Other Purposes (please describe)

Comments:

Push Data: o

1 For Electronic Case Reporting (syndromic surveillance) to Association of Public Health
Laboratories to route to appropriate public health authorities [common response]
1 Push via ITI-41 (C-CDAs pushed via XDR, XDS, or XCDR)
1 Push via Direct Securing Messaging
e eHealth Exchange offers the trust framework to support Direct Secure
Message exchange with other eHealth Exchange Participants, as well as
the technical routing services via APHL (Association of Public Health
Laboratories)
e eHealth Exchange does not provide any HISP (Direct platform) services
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[ To populate regional HIEs’ longitudinal patient records
1 To push immunization administration (not to registries)

[ To push for other reasons. Please specify

Comments:

Y
N
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Part V: Enhanced Connectivity Agreements

Section 4.03(m) of the DURSA grants the Coordinating Committee authority to enter into agreements
to broaden access to data through enhanced connectivity across platforms and networks (herein
referred to as an “Enhanced Connection(s)”). The Coordinating Committee has entered into such
agreements for the Enhanced Connection(s) listed and briefly described in this Part V. Pursuant to
Section 12.05 of the DURSA, an eHealth Exchange Participant may choose to opt-out of participation
in any/all such Enhanced Connection(s), for any reason, by providing written notification of the
decision to opt out. Furthermore, a Participant may reverse its decision at any time by providing such
decision to the Coordinating Committee in writing.

The following Enhanced Connections are currently made available t ealth Exchange. If
your application is approved, your organization will participant in t of information with
the Enhanced Connections listed below UNLESS YOU AFFIRMATIVELY
PARTICIPATION.

Organizations that choose to opt-out of Carequality and/or exchange, may opt-in at a later date
for no additional fees.

Carequality

Carequality is a framework with a library policy agreements, plus a governing
structure, that enables independent healt to exchange patient data. The Carequality
framework is made up of 35+ networks, suc Net network, the eClinicalWorks network,
networks. This Enhanced Connection provides
e patient information with healthcare organizations
exchange information within Carequality-enabled

an integrated solution for Particip
that are not part of the eHealth Exch
networks.

My organization wishes to of anging with Carequality-enabled networks via the
eHealth Exch

OO Yes
O No
comply with the Care

does not wish to opt-out. This means that your organization agrees to
lity Connection Terms. Your initials here evidence your agreement.

Initial:

TEFCA

TEFCA is a federally-endorsed a framework designed to scale Electronic Health Information exchange
nationwide and help ensure that health care providers, Health Information Networks, health plans,
individuals and many more stakeholders have secure access to their electronic health information
when and where it is needed. This Enhanced Connection provides an integrated solution for
Participants to exchange patient information with healthcare organizations that are not part of the
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eHealth Exchange but that exchange information within other Qualified Health Information Networks
within the TEFCA framework.

My organization wishes to opt-out of exchanging with TEFCA via the eHealth Exchange:

O Yes

O No - My organization does not wish to opt-out. This means that your organization agrees to
comply with the Participant/Subparticipant Terms of Participation, eHealth Exchange TEFCA Terms
and Conditions, SOPs and Protocols, and technical requirements for exchanging data via TEFCA.
Your initials here evidence your agreement.

Y
N

Initial:

eHealth Exchange -16 - Application for Participation (Rev. 06/02/2025)


https://ehealthexchange.org/what-we-do/tefca-and-ehealth-exchange/
https://ehealthexchange.org/what-we-do/tefca-and-ehealth-exchange/

Part VI: Invoicing and Payment Information:

1. Do your accounts payable department have requirements to process invoices beyond receiving
the invoice and W-9? If yes, please provide those requirements below:

a. Purchase Order (PO) —if a PO is required who at your organjgstion will provide this to

eHealth Exchange?

Name:

Email address:

Phone number:

b. Additional forms —If any forms are r mpl , who can eHealth

Exchange request these from no

Name:

Email address:

Phone number:

ealth"Exchange needs to complete a Vendor
is from now?

c. Vendor Registratio
Registration who can

yable departments often request countersigned legal Agreements to
ent, who at your organization should be added to the email when eHealth

Name:

Email address:

Phone number:
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Part VII: Attestations

As an Applicant to the eHealth Exchange, please attest (by checking each box) that the following
statements are true and accurate.

(]

(]

(]

Applicant is a valid business in good standing or a governmental agency, operating in the
United States;

Applicant meets all solvency and financial responsibility requirements imposed on the
Applicant by applicable statutes and regulatory authorities;

Applicant is an organization or agency that oversees and condugfs; on its own behalf and/or on

behalf of its Participant Users, electronic transactions or ex Ith information

among groups of persons or organizations;

Applicant has the organizational infrastructure and Jegal authority statutes,
i comply with the
obligations in the DURSA and to require its Padti®i ly with applicable

Applicant intends to Transact informati r Participants for a Permitted Purpose;

Applicant has sufficient financial, t i erational resources to support the testing

3. The signed eHealth Exchange Testing Agreement (unless planning to exchange via FHIR
only);

4. The Contact List.

[ The information contained in this Application for Participation is true and accurate. Applicant

will notify the Coordinating Committee if the information contained herein materially changes.

Signatures follow
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FOR: [ENTER YOUR ORGANIZATION’S NAME]

Date:

Signature:

Printed Name:

Title:

eHealth Exchange

Y
N
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Attachment 1 - Onboarding Resources and DURSA Guidance
Onboarding Resources
The resources below are available to assist you in completing the application package. These

resources can be found on the Onboarding page of the eHealth Exchange website at
www.ehealthexchange.com:

1. Onboarding Overview — This presentation provides an overview of the onboarding
process;

2. DURSA Policy Assumptions — These slides highlight the DURSA i
context and DURSA provisions;

3. eHealth Exchange Participant Testing Program Process — Thi
by-step overview of the onboarding and testing process.

ding the overall

DURSA Flow-Down Provision Guidance

The DURSA requires that your organization, youfit particip@ting organizations, and
your technology partners, if there are any, to co he DURSA Provisions. The following
represents additional clarifications to hel licant swer Questions #4 and/or #5 of the
Application.

The Coordinating Committee is | ce statement for each question that
explains how your organization ob ipating organizations and/or users who will
access your organization’ ection to comply with the applicable DURSA

lefaw? For example:
anization have policies (e.g., Human Resources, etc.) or

with Applicable Law?
o Do your contracts/arrangements with medical staff obligate them to comply
with Applicable Law?

(ii) Users must reasonably cooperate with your organization regarding any issues related to
the DURSA
e Your legal counsel should review the DURSA carefully to understand your organization’s
obligations in the DURSA and to ensure you have appropriately implemented the
applicable “flow-down” provisions to your users or other participating
organizations. For example:
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o Under 12.02, a Participant’s users must comply with terms of DURSA, including
use, confidentiality, privacy, and security of Message Content. Participant must
appropriately discipline users who fail to act accordingly.

o Under 15.04, a Participant’s users must cooperate with reporting and responding
to DURSA Adverse Security Events (which are defined differently from HIPAA
breaches).

e How will your organization obligate its users to meet specific provisions in the DURSA,
such as Sections 5.01, 12.02, 13, etc.?

o For example, do your organization’s policies (e.g., Human Resources, etc.) or
employment agreements obligate employees or contract staff to cooperate with
your organization in complying with Applicable Law and the @rganization’s
obligations under the DURSA?

o Do your organization’s contracts/arrangements with bligate them
to cooperate with your organization so it can satisfy
Applicable Law and the DURSA?

(iii)Only Transact data for Permitted Purposes defined i i be more
narrow than what is permitted in HIPAA

e Participants may NOT use eHealth Exchangegf@ ivi rpose EXCEPT those
specified in the definition of Permitted P

e Does your organization have a policy co the DURSA to ensure that users
will only request data or submit d Ith Exchange connection for purposes

(iv)Only use data received via e cordance with the terms and conditions
of the DURSA
o (i.e., a copy of another Participant’s records),

ords and retain that information in accordance

ge Participants. For details, refer to the DURSA definition of Adverse

Security Events.

e Participants are required to notify the eHealth Exchange Coordinating Committee
and other impacted Participants of DURSA Adverse Security Events within specific
timeframes:

o Within 1 hour of a suspected Adverse Security Event, Participants are
required to notify the Coordinating Committee and impacted Federal
Participants

o Within 24 hours of a confirmed Adverse Security Event (5 business days for
non-Federal Participants), notify the Coordinating Committee, take steps to
mitigate the Adverse Security Event, and implement corrective action plans
to prevent such Adverse Security Events in the future.
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NOTE: The difference between the 1 hour and 24-hour/5 business day
notifications will depend on how long it takes your organization to complete
the analysis required to confirm that there was an Adverse Security

Event. The 24 hour/5 business day notification begins once this confirmation
has been made.

(vi)Refrain from disclosing to anyone any passwords or other tokens issued by your

organization, as well as the digital certificates issued for the eHealth Exchange.
e Participants must have a enforceable agreements or policies requiring
users/participants to protect anY] passwords and any other security tokens that grant
system access or enable the exchange of data with other eHealth Exchange
Participants.
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